This article contributes to the operationalisation of military cyber operations in general, and for targeting purposes, either in defence or offence, in particular. The role of cyber operations in military doctrine will be clarifi ed, its contribution to fi ghting power conceptualised, and the ramifi cations on targeting processes discussed. Cyberspace poses unique challenges and opportunities; we distinguish new elements that may be used for targeting inter alia for active defence purposes, namely cyber objects and cyber identities. Constructive or disruptive cyber operations aimed at these non-physical elements provide new ways of attaining effects. Assessing the outcome of these cyber operations is, however, challenging for planners. Intertwined network infrastructure and the global nature of cyberspace add to the complexity, but these diffi culties can be overcome. In principle, the targeting cycle is suitable for cyber operations, yet, with an eye to (a) the effectiveness of offensive and defensive operations, and (b) legal obligations, special attention will be required regarding effects in general, and collateral damage assessment in particular. Permission to make digital or hard copies of this publication for internal use within NATO and for personal or educational use when for non-profi t or non-commercial purposes is granted providing that copies bear this notice and a full citation on the first page. Any other reproduction or transmission requires prior written permission by NATO CCD COE.
Fighting Power, Targeting and Cyber Operations
INTRODUCTION
Cyber in its most general sense is heralded as a force-multiplier in the arsenal of both State and non-State actors. 1 Although the potential of 'cyber' is uncontested, there remain questions surrounding operationalising cyber means and methods. Since some of these questions remain unanswered, the use of cyber in military operations is frequently overlooked. 2 One of the issues leading to dismissal of 'the cyber option' is the limited understanding of the effects and implications of the use of cyber weapons in doctrinal thought and operational processes such as targeting. Understanding new means and methods is vital to adequate appreciation of, and operationalising their potential in offensive, defensive and stability operations.
Active cyber defence is generally conceived as 'entailing proactive measures that are launched to defend against malicious cyber activities or cyber attacks'. 3 States tend to entrust their armed forces with a prominent role in securing cyberspace, and hence armed forces will prove crucial in taking proactive measures both domestically and internationally. Before being able to actually conduct cyber operations within the context of active cyber defence, the armed forces have to effectively incorporate cyber capacities within their organisations. Only then can these new capabilities be used effectively for the purposes stated, including active defence, offence and supportive roles. This article will clarify the role of cyber operations in military doctrine, conceptualise its contribution to fi ghting power, and discuss potential ramifi cations on the targeting cycle. By doing so it will contribute to the debate regarding the operationalisation of military cyber means and methods.
Contemporary military operations are not conducted stand-alone; they are a means to an end and are conducted in parallel with other (non-) military activities. 4 In order to place the military instrument in its proper context, we will fi rst briefl y expand on instruments of State power and focus on the conceptualisation of fi ghting power and conventional military operations ( §2). Before expanding on cyber operations, it is necessary to defi ne the unique characteristics of cyberspace ( §3), and once cyberspace's landscape has been examined we will turn to cyber operations and their contribution to fi ghting power ( §4-5). Lastly we will discuss the ramifi cations of conducting cyber operations for conventional targeting procedures ( §6).
When describing and conceptualising the role of cyber operations, Allied doctrine will be used, primarily focusing on that published by the North-Atlantic Treaty Organisation (NATO), but supplemented with the doctrine publications of other allies. For military cyber operations we use the internationally commended defi nition stemming from the Tallinn Manual: 'The employment of cyber capabilities with the primary purpose of achieving [military] objectives in or by the use of cyberspace.' 5 We will discuss the subtleties and implications of this defi nition in this contribution.
as diplomatic, economic, and informational means. 6 Apart from the diplomatic, informational, military, and economic instruments, the so-called DIME-instruments, 7 NATO recognises the 'wide utility [of] civil capabilities' in contemporary operations. 8 Thus, States nowadays have various instruments for achieving strategic goals to the detriment or in support of other States or non-State actors. The use of force is just one of those instruments, although it is quite different from the other instruments. 9 
Fighting Power
Armed forces apply fi ghting power 10 consisting of three elements: the physical, moral, and conceptual components (see Figure 1) . 11 The physical component comprises fi rst and foremost the manpower and equipment that provide the 'means to fi ght'. 12 Equipment consists of military platforms, systems, weapons and supplies of 'operational or non-operational and deployable or non-deployable' nature. 13 Apart from material elements, the physical component also entails sustainability and (operational) readiness. 14 The moral component 15 involves 'the least predictable aspect of confl ict', namely 'the human element'. 16 It entails 'good morale and the conviction that the mission's purpose is morally and ethically sound'. 17 The moral component is rooted in three 'priceless commodities: ethical foundations, moral cohesion and motivation'. 18 In addition, effective leadership is vital. 19
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The Netherlands Defence Doctrine (NDD) refers to a 'mental component', contrary to the NATO and British 'moral component'.
The conceptual component 'provides the coherent, intellectual basis and theoretical foundation for the deployment of military units and troops'. 20 The higher levels of doctrine, the strategic and the operational, 'establish the philosophy and principles underpinning the approach to confl ict and military activity'. 21 Apart from guidance, 'the conceptual component also plays a signifi cant role in the preservation and development of the institutional memory and experience' 22 through education, innovation and lessons identifi ed. 23 Thus, fi ghting power entails the ability to effectively conduct military operations. However, fi ghting power is 'more than just the availability of operational means (capacities); there must also be the willingness and ability to deploy these means (capability)'. 24 When properly developed, 'capacities are elevated to capabilities' and they become fi ghting power. 25 Fighting power will then be employed effectively to achieve strategic goals, whether alone or in unison with other strategic instruments; this is the 'comprehensive approach'. 26 
Operation, the Manoeuvrist Approach and Comprehensiveness
Armed forces project fi ghting power through military operations. Operations vary in form, purpose, size, duration, and vector: land, sea, air, space, and cyberspace. This section will focus on the conceptualisation of administering fi ghting power through military operations. The Manoeuvrist Approach is vital to understanding the rationale for conducting military operations. This approach 'focuses on shattering the adversary's overall cohesion and will to fi ght, rather than his materiel […] it is an indirect approach'. 27 The emphasis is on the adversary's moral and conceptual component rather than on the physical; the purpose is to degrade cohesion in components of an adversary's fi ghting power. 28 The integration of various components -the Comprehensive Approach -is used not only at the strategic level, but also in actual operations at lower levels.
Interpreted in a broader and more modern sense, operations entail infl uencing actors, as opposed to the adversary, by employing different instruments in addition to the military instrument. 29 Contemporary confl ict is characterised by a '[large] number of actors […] intensifi ed by our "open" world, in which everyone can keep abreast of each military operation'. 30 Thus, operations are no longer primarily aimed at opponents, but at a wide range of actors including 'population groups, parties, countries and organisations with which there is no physical interaction '. 31 Consequently, the military instrument is no longer the only or prime instrument in an area of operations. Activities should be tailored to increase and maintain support for operations by employing various DIME instruments. 32 Operations aim to decrease support to adversaries, and generate support from others. 33 Figure 2 illustrates this conceptualisation of infl uencing adversaries, neutral parties, and supporters. Operations addressing neutrals and supporters are constructive in nature. Their aim is to increase support for one's own operations. By infl uencing neutral actors, an attempt is made to convince them to join or support the own cause ( Figure 2 , blue and grey arrows). The goal is to keep them neutral, but preferably to make them supportive. By reinforcing the power of supporters physically by, for example, materiel and training, the foothold within supportive groups can be increased either morally or economically (Figure 2 , blue and grey arrows).
Means to an effect
Activities conducted by armed forces are a means to an end. They are intended to achieve a predefi ned kinetic or non-kinetic effect to the detriment or support of an actor. To that end, both lethal and non-lethal, physical and non-physical means can be applied. 34 Lethal and non-lethal or physical and non-physical effects are complementary and intertwined. Destroying enemy materiel and personnel, part of the physical component, will primarily cause physical effects, but will also affect enemy morale, part of the moral component (see Figure 3) .
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FIGURE 3. MEANS, TARGETS AND EFFECTS

Targets
Effects, whether physical or non-physical, are addressed at a target, or addressee, the entity against which the constructive or disruptive activity is addressed. Activities or operations are conducted against, or in support of, other actors' power, including fi ghting power. Effects are achieved by engaging targets; these targets and addressees are selected from an actor's physical, moral, and conceptual component.
In the physical dimension objects and persons are targetable, constructively or disruptively (see Figure 4 ). Objects are tangible elements, for instance military systems and supplies. People vary from individuals to groups and may be hostile, neutral, or supportive.
In the non-physical dimension, the psyche of people is targetable, with the purpose of infl uencing the moral and conceptual components, as well as the cohesion between the components of fi ghting power, either constructively or disruptively. By transmitting information, an attempt is made to infl uence morale, mind-set, and leadership. Besides this, the cognitive perception of the situation may be altered. Effects against an actor's psyche are primarily non-physical in nature, although they can cause secondary effects (see Figure 3) .
FIGURE 4. TARGET AND EFFECTS
We have briefl y described doctrinal viewpoints on military operations or activities. New technical developments can result in new possibilities for conducting operations, but these developments may also pose risks. In the next part we will refl ect on the infl uence of the digital domain, or cyberspace, and cyber operations on doctrinal thinking.
CYBERSPACE
Cyberspace, often referred to by the popular media, is as yet poorly understood. The exact meaning of cyberspace is usually ill defi ned and unclear. 35 Before being able to touch on cyber operations, it is necessary to briefl y delve into the meaning of cyberspace. For the purpose of this contribution, the defi nition offered by Chatham House is used: 'the global digital communication and information transfer infrastructure '. 36 Cyberspace shares tangible elements with conventional domains of air, land, sea, and space, 37 but is unique as it also contains virtual, more or less ethereal, elements. Cyberspace is frequently depicted as a three layer model with fi ve sub-layers. 38 For our purposes, and in line with the analysis above, we will scale this down to two dimensions: the physical and the non-physical. The physical dimension comprises people and objects, the physical network infrastructure such as hubs, routers, and cables, and the hardware such as computers, smartphones, and servers. 39 Although based on physical elements, the distinguishing feature of cyberspace is the nonphysical dimension. Virtual elements enable the transmission of data between objects in the physical network infrastructure and people. 40 Two virtual elements, the 'virtual refl ection' of tangible objects and people, can be recognised: cyber objects and cyber identities.
Cyber objects are the logical elements enabling interoperability and communication between physical objects: protocols, applications, the domain name system, 41 operating systems software, 42 IP-addresses, 43 media access control (MAC) addresses, 44 encryption, and other data. 45 Cyber identities are the digital and virtual identities of people, individuals, groups, and organisations: e-mail accounts, social-media accounts, and other virtual accounts such as phone numbers. 46 Cyber identities exist by virtue of the social and professional use of cyberspace. 47 The non-physical dimension is the essence of cyberspace's uniqueness. Without the nonphysical dimension, cyberspace would not exist. This exceptionality of cyberspace presents both opportunities and risks.
FIGHTING POWER IN CYBERSPACE
The question now is: how do these two 'cyber elements' relate to fi ghting power? This section will therefore elaborate on the components of fi ghting power in cyberspace by refl ecting on the physical, moral, and conceptual components in cyberspace.
Physical Component
The physical dimension of cyberspace incorporates elements from the physical component of fi ghting power; it similarly envelops tangible objects and persons. Tangible objects relate to the network hubs, the routers, servers, and computers; 48 the physical network infrastructure, such as optic fi bre or copper wire; 49 and objects facilitating non-wired transmission between hubs, such as cell sites or mobile phone masts. 50 The notion of 'persons' relates to operators of objects and users of cyberspace; for example tweeters, followers, software developers, and 'hackers'. The physical component also comprises education and training. Training and education may include conducting cyber exercises, 51 testing cyber capacities in a digital and preferably isolated test range, and supplementary education.
Cyber objects and cyber identities?
Persons and objects in cyberspace communicate using software, applications, accounts, and 40 U.S. Army, . p. 9.
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DNS system: The system used to resolve IP addresses to comprehensible website names.
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Operating system: The software enabling the functioning of hardware. protocols stemming from the non-physical dimension. These intangible entities differ from physical objects; hence their categorisation within the fi ghting power concept is potentially problematic.
Cyber objects and cyber identities, being merely refl ections of objects and persons, are nonphysical and intangible, though intrinsically linked to their physical counterparts, although not necessarily directly. They enable the functioning of cyberspace. This is illustrated in Figure 6 . 
FIGURE 6. THE PHYSICAL DIMENSION HOSTS PERSONS AND PHYSICAL OBJECTS, IN THIS CASE A PERSON AND HIS SMARTPHONE. BY USING HIS SMARTPHONE (STEP 1), A PERSON CAN MANIFEST HIMSELF ON THE INTERNET (STEP 2). APART FROM THE SMARTPHONE'S PHYSICAL ELEMENTS
Conceptual and moral component
Cyber and regular operations alike require doctrinal and operational preparation. The novel challenges and opportunities of cyber operations have to be grasped before cyber capacities can be effectively employed. These lessons have to be integrated in military training and education. Apart from being well trained and educated, armed forces require motivated personnel. Most importantly, cyber operators and developers need to have a military mind-set, which includes for example basic knowledge of 'strategy and tactics'. 52 These elements are incorporated in the conceptual and moral component.
In order to adequately use the armed forces, military planners need to understand the inherent cohesion between the components of fi ghting power and be able to assess the potential contribution of cyber operations and cyber capacities to instruments of State power, fi ghting power and operations. To be able to do so, military planners should have suffi cient knowledge of the interrelated dimensions of cyberspace. Such understanding is necessary in order to comprehend the links between social, technical, and operational processes. Once profi cient, the armed forces can further tread within the non-physical realm through cyber means and methods.
Business as usual?
We have introduced distinguishing features of cyberspace, the non-physical dimension, cyber objects, and cyber identities. Some would argue that these features are not new; they fi t easily within effects-based operations and information operations, and are merely an example of a soft power instrument.
Although cyber operations may conceptually share similarities with these operations, they differ in capability and targeting and are truly novel and different from other operations. The very existence of cyber objects and cyber identities results in a vast range of new possibilities; these opportunities have to be grasped, which requires awareness, acceptation, and adaptation.
Another striking difference is in the concepts of time and space. Cyber operations can be conducted at the speed of light. People and tangible objects reside within a geographically delineated State. By manifesting themselves through cyber objects and cyber identities, their reach extends globally.
Cyber object and cyber identity can, in principle, be traced back to their physical counterparts, but defending or striking back with cyber operations may prove to be politically, legally, and technically challenging.
Cyber fi ghting power
This section discusses the place of 'cyber' within fi ghting power. The concept of fi ghting power, as we have interpreted it, can accommodate cyber capabilities. We fi nd cyber in the physical, conceptual, and moral components in the form of persons, be they operators, developers, or users; tangible objects such as the physical network infrastructure; and the psyche; for example, the military mind-set.
Cyber is unique with regard to the non-physical dimension of cyberspace, which includes new elements we have dubbed 'cyber objects' and 'cyber identities'. These elements can be used to access cyberspace. We will briefl y discuss how to employ these elements in the following paragraph.
CYBER OPERATIONS
We understand cyber operations to be 'the employment of cyber capabilities with the prime purpose of achieving [military] objectives in or by the use of cyberspace'. 53 Similar to conventional operations, the goal of cyber operations is to achieve an effect, to infl uence actors in or through cyberspace.
Actors can be infl uenced in or through cyberspace. Effects can be achieved in cyberspace by creating constructive or disruptive effects vis-à-vis the physical or non-physical dimension of cyberspace, using both kinetic and non-kinetic means. Conversely, constructive and disruptive effects can also be attained through cyberspace by, for instance, employing social-media applications to infl uence people or employing malware against aerial-defence systems. Cyber operations can achieve these effects stand-alone or in parallel with other operations. 54
FIGURE 7. PHASES IN CYBER OPERATIONS
Phasing and Purposes
Cyber operations, like all military operations, have different phases, each having a different purpose. Although there are different approaches towards naming phases and sub-phases, 55 the general consensus is illustrated in Figure 7 . Cyber operations do not necessarily undergo each and every phase; it varies between operations. If the goal is to gather information regarding vulnerabilities by scanning a system or network, 56 the cyber operation will stop at the reconnaissance phase (Figure 7 , operation A), whereas an operation aimed at penetrating and creating a foothold in the system might undergo phase one through to phase fi ve (Figure 7,  operation B) . A fully-fl edged cyber operation intended to implant, retrieve, or steal a particular piece of information from a network might go through all six phases (Figure 7 , operation C).
Target/addressee and effects
As with regular operations, cyber operations are addressed at a target in order to attain a desired effect. New possibilities arise since there are new elements that can be targeted: cyber identities and cyber objects. The overall goal, however, remains to infl uence supportive, neutral, and opposing actors. 
56
For instance by using Nmap (Network Mapper), which enables users to discover vulnerabilities within networks.
Cyber operations are conducted against cyber identities and cyber objects, resulting in a predefi ned effect vis-à-vis an actor. If successful, they result in a direct effect against these two cyber elements but, although targeting cyber objects and cyber identities, secondary effects are generated against or in support of persons, objects, and psyche (see Figure 8) .
FIGURE 8. CYBER OPERATIONS AND EFFECTS
For instance, by addressing the Twitter account of a commander which forms part of his cyber identity, the direct effect is a change in that cyber identity. The secondary effect, an alteration of his state of mind, is achieved when the commander consumes the particular piece of information on his Twitter feed, which may or may not result in a psychological effect felt in his psyche. Another example is targeting the control system of an industrial machine. Initially the control system software is altered, but there are secondary results in a physical effect, for instance operating failure.
The effects achievable through cyber operations are diverse, both the constructive and the disruptive. However, even without conducting constructive or disruptive cyber operations, the mere availability of unprecedented quantities of information in cyberspace reinforces the intelligence position of every actor. We will briefl y discuss how cyber identities and cyber objects can be used to generate such effects.
Constructive effects
Constructive effects can be achieved by using cyber identities and cyber objects. 
1) Physical support
By physically supporting neutral and supportive actors, their capacity to act in cyberspace can be reinforced. Cyber capacity depends strongly on the qualitative state of networks and underlying infrastructure. By providing infrastructure, for instance computers, mobile phone masts, routers, and servers, the position of other actors in cyberspace can be reinforced and their perception or situational awareness infl uenced to the benefi t of the sponsor. Similarly, deploying a Computer Emergency Response Team (CERT) to assist actors in securing theirs networks reinforces the position of those actors and alters their perception and situational awareness. Physical support, or the prospect thereof, could result in an increased foothold within supportive actors or an alignment shift by neutral entities.
FIGURE 10. IDF NOTIFYING HAMAS OPERATORS OF IMPEDING ACTION
FIGURE 11. KENYAN POLICE THREATENING TERRORISTS DURING THE WESTGATE SHOPPING MALL SIEGE IN NAIROBI AFTER TERRORISTS CLAIMED TO STILL OCCUPY THE MALL VIA TWITTER
2) Cyber identities By using cyber identities, actors can be infl uenced. Constructive effects can consist of attempts to induce alignment-shift within neutral actors, both individuals and groups, or to reinforce the positions of supporters. In order to do so, armed forces can use social-media accounts to broadcast general information or interact with the accounts of neutral and supportive actors. Through these channels they can explain the rationale behind military operations, counter false information, 57 provide practical information regarding operations, or generate support (see Figure 9 ). The purpose of these activities is keeping neutral actors neutral at the least and increasing support for a mission.
3) Cyber objects
Cyber objects can be constructively used to infl uence neutral actors and supporters. Such effects can be generated through providing neutral and supportive actors the tools needed to protect networks such as antivirus software, virus defi nitions, and signatures and known exploits; tools to better use cyberspace such as data mining software, social media management software, and tools for intelligence purposes; and tools needed to exploit adversary vulnerabilities such as malware, root kits, and botnets.
Disruptive effects
Whereas constructive effects are generated to infl uence and support friendly actors, armed forces attempt to generate disruptive effects against an adversary.
1) Physical disruption
By physically disrupting cyber capacities belonging to neutral and supportive actors, their capability to act in cyberspace is reduced. Cyber capacity and capability strongly depend on the quality of networks and infrastructure. A network can most easily be disrupted when armed forces have access to the physical network infrastructure. 58 Actors that are able to gain access to or target network infrastructure are capable of disrupting network traffi c by methods 'that predate the internet by decades', namely '[c]utting the […] lines'. 59 However, there are other benefi ts when operators have physical access to network infrastructure: there are no fi rewalls to be circumvented and they can install, uninstall, and reverse-engineer hardware and software.
2) Cyber identities
Adversary cyber identities such as spokespersons, commanders and their most infl uential supporters can be targeted. One of the means is decreasing their credibility, for instance by countering the validity of what they publish, highlighting false facts or claims and generally questioning their legitimacy. In order to do so, cyber identities can be used to engage and interact with the adversaries' cyber identities for the purpose of nullifying their infl uence.
Apart from decreasing credibility, friendly cyber identities can be used to psychologically infl uence adversary cyber identities. Through publishing information regarding upcoming military operations, which may or may not be true, a psychological effect may be generated (see Figure 10) . 60 Adversaries' cyber identities can also be personally addressed, and a message tailored to the specifi c strengths and weaknesses of a target will undoubtedly affect the psyche of the person 'behind' a cyber identity (see Figure 11) . 61 Adversary cyber identities can also be blocked or hijacked. The easiest way of blocking a cyber identity is requesting the social media company to do so, 62 but there are other means that supersede the companies' authority. 63 Adversary cyber identities can also be hijacked, for instance through 'guessing' credentials 64 or employing social engineering techniques such as phishing and pharming. 65 Once hijacked, the adversary's identity can be used at the discretion of a commander. He could use it in order to deceive adversaries, publish false information to the benefi t of own goals, 66 or he could just deactivate and thereby nullify the infl uence of the account.
3) Cyber objects
Cyber objects belonging to adversaries such as operating systems, malware and other software or data can be used and exploited.
a) Monitoring
Armed forces can gather information about an adversary's cyber objects by collecting information about their networks. Before being able to do so, the mission's cyberspace landscape has to be mapped. This 'map' would include the types of machines used, software versions, port confi gurations, active or live machines, interdependencies, and the general network environment. By employing software such as Nmap, such information can be gathered. 67 When armed forces have mapped the network environment in an area of operations, this information can be used to increase situational awareness of cyber activities and to earmark weak spots.
b) External manipulation
Should operational circumstances require cyber objects to be denied, denial of service attacks (DOS) can be employed. In order to be able to conduct an effective DOS attack, armed forces should possess a so-called 'botnet', which is a network of computers capable of spawning 
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For instance reporting a user 'en masse' will result in account suspension.
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For example by making use of 'brute force' attacks employing tools such as THC Hydra ('Hydra') and John the Ripper ('John') to automatically guess credentials. large amounts of data on command. 68 Creating a botnet would require some preparation, since malware has to be written or bought, distributed, and executed. 69 Alternatively, a botnet can also be taken over, 70 leased or bought from a botnet owner. 71 Besides that, armed forces can persuade supporters to partake in a Distributed DOS (DDOS) attack against an adversary by providing the tools, for instance software called Low-or High-Orbit Ion Cannon, 72 and the target's IP-addresses. 73 No matter the method, when successful these attacks render a cyber object inoperable and inaccessible. 74 That may consequently result in decreased operability of the connected physical object. 75 Effects are achieved by targeting adversary cyber objects with a DOS attack. Targets could include offi cial websites, command and control systems, logistical support systems, third-party suppliers' systems, fi nancial services for military personnel, and connected tactical operating systems. It is important to comprehend the potential effects of a DOS attack in advance, otherwise these cyber operations may have unintended side effects of a regional, national, or international nature.
c) Intrusion and internal manipulation
Apart from denying access to cyber objects externally, a wider range of actions can be conducted from the inside. Internal manipulation requires access to a cyber object's 'back-end', hence an operator has to force entry. In order to do so, an operator can crack easy passwords using brute force techniques. 76 If unsuccessful he can also resort to social engineering techniques such as phishing. 77 Apart from these methods, access can be forced by exploiting software vulnerabilities if an exploit is available for a specifi c vulnerability. 78 Well-known exploitable vulnerabilities, or 
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Such as (THC-)Hydra and John (the Ripper). 'Hydra' and 'John' are tools enabling an attacker or pentester to automatically and systematically guess passwords (brute force) and automatically try a list of potential credentials (dictionary attack). 'exploits', are available online either in databases 79 or enclosed in specifi c software. 80 Apart from applications and databases, specialised companies sell less-or unknown exploits to the highest bidder. 81 By employing brute-forcing tools, social engineering techniques, and exploits an operator can gain access to an adversary's cyber object.
Once an attacker has access to a cyber object, he can gather information inside the system and use this information to gain control over the cyber object. If the attacker successfully takes control over the cyber object, for instance a control system of an air defence turret, he can manipulate the object and subsequently operate it at his commander's bidding. Through gaining control over cyber objects, commanders can generate a variety of effects. The cyber objects could be used for future operations in the form of botnets, or used to control physical objects such as the operating systems of military platforms, or create other physical effects such as denying an area by opening a fl oodgate.
d) Destruction
Manipulation of cyber objects affects functions and functionality. Destroying a cyber object would result in function failure. Yet, destruction in the physical domain seems easier than in the non-physical domain. Would it, for instance, be possible to destroy or erase cyber objects? Often there are back-ups and redundant applications; erasure of cyber objects would only be complete once they are entirely removed. In most cases, it would be hard to completely erase applications and thus it would only lead to temporary failure, i.e. until back-ups are used to restore the system.
e) Human manipulation
As made clear in recent publications, content can also be used to manipulate and deceive, or in a more accepted terminology, to infl uence people. 82 As Greenwald demonstrates, information, true or false, may be provided as content on social media, blogs, and websites, all of which are cyber objects. Not only human perception and situational awareness may thus be affected, in addition their reputation could be challenged and, ultimately, destroyed. 83 So?
Military and other goals can be achieved by using cyber identities and cyber objects to exert effect on other actors' cyber objects and identities. There are many other ways of using these unique features of cyberspace; we have merely scratched the surface of possible uses of cyber identities and objects. The wide range of possibilities and opportunities opens up cyberspace as an operating or 'warfi ghting' 84 domain for armed forces, States, belligerent groups, individuals, and other actors.
Targeting procedures have crystallised over the years and are fi rmly rooted in most modern armed forces. New means and methods, such as those involving cyber, pose challenges to the targeting procedures armed forces employ. In the next section we will discuss ramifi cations for contemporary targeting procedures as a result of the emergence of cyber operations.
TARGETING
Targeting in general
Military operations are executed in order to produce an effect on other actors with a view to higher strategic objectives. Actors can be infl uenced by applying fi ghting power and other instruments against an addressee or target during operations -in short, through targeting. Targeting is 'the process of selecting and prioritizing targets and matching the appropriate response to them' 85 with the purpose of determining the 'effects necessary to accomplish operational objectives; [selecting] targets that achieve those effects; and [selecting] or [tasking] the means, lethal or non-lethal, with which to take action upon those targets'. 86 A target can be 'an area, structure, object, person, organisation, mind-set, thought process, attitude or behavioural pattern '. 87 Before touching on the ramifi cations of cyber operations for targeting, it is necessary to briefl y describe the targeting process. The targeting process is a cyclic process and consists of distinct phases (See Figure 12) . 88 Desired end-states and objectives provide initial input. Together with guidelines issued such as Rules of Engagement, they comprise the fi rst phase of the process that is initiated in order to achieve an effect leading to the achievement of an object or end-state.
In the second phase targets are selected, developed and prioritised by systematically examining potential targets, 89 resulting in a target list with various potential targets that may contribute to achieving an end-state or objective.
The third phase entails evaluating available capabilities in order to determine options, 90 and matching the potential targets from phase two 'with [available] weapons or other capabilities to create the desired effects on the target(s) '. 91 Critically important throughout the whole targeting process, primarily in this phase, is the collateral damage estimate and assessment. 92 Weapons or capabilities may not cause collateral damage disproportionate to the military advantage anticipated.
From phase one to three, the commander may decide to execute an operation against a target, and tasking orders can be 'prepared and released to the executing components and forces ', 93 weapons or capabilities can be allocated, and forces assigned to the operation in phase four.
Phase fi ve, execution, follows after further mission planning and taking precautionary measures to verify information, minimise collateral damage, and issue warnings when appropriate and feasible. Phase fi ve results in the actual operation against the target. 94
Phase six is aimed at collecting information 'about the results of the engagement [in order] to determine whether the desired effects have been created'. 95 The output from phase six can serve as input for phase one, since after assessing effects it might prove necessary to adjust guidelines or conduct a follow-up action against the target.
The targeting process, being an operations instrument, is complemented by legal considerations derived from the law of armed confl ict (LOAC). Without going into details, the questions and issues involved are: is the target a military objective, is collateral damage expected, is the collateral damage assessed to be excessive to the military advantage anticipated, is mitigation of collateral damage by 'tweaking' means and methods possible, and are precautionary measures feasible.
Targeting in cyberspace
Faced with unique cyber identities and cyber objects in the virtual or non-physical domain, the ramifi cations of targeting in or through cyberspace will now be addressed. Since targeting of the physical dimensions of cyberspace is well known and covered by the process just presented, we will focus on discussing targeting cyber identities and objects during cyber operations. 
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1) Phase one: Effects and guidelines
Phase one of targeting cyber elements does not differ from regular targeting; cyber operations are a means to an end, just like other military operations and activities. Cyber operations are merely an addition to the commander's arsenal for generating effects, although it is evident that proper concepts, personnel, equipment, mind-set, and training are required.
Guidelines relevant to the context and conduct of cyber operations will accompany stated purposes. With an eye to the legitimacy of cyber operations they will, like other operations, be restricted for operational, political and legal reasons. It is to be expected that States, unilaterally or in coalition, will somehow express their position on the applicability and application of LOAC and human rights law to these operations. Whether or not using manuals as a point of departure, before employing cyber capabilities States will issue guidance to their troops. In addition to LOAC interpretations and positions, as in conventional operations it is commonplace to issue ROE relevant to these weapons and operations. For instance, by the use of a 'weapon release matrix' for cyber capacities, by restricting the use of cyber operations to designated digital domains or networks, or by authorising specifi c cyber weapons.
2) Phase two: Target development
Cyber objects and cyber identities are non-physical elements available as capabilities as well as targets or addressees. As the targeting process is designed for both lethal and non-lethal targeting, and recognises the application of soft power against the psyche of actors, it can in principle incorporate both physical and non-physical targets.
Questions arise regarding the feasibility of targeting cyber identities and cyber objects in operations and the rationale for so doing. For instance, it is fairly obvious that an adversary's cyber objects and cyber identities may be targeted subject to LOAC and ROE, 96 but can we similarly target cyber objects and cyber identities of supportive or neutral groups and individuals? Parallels can be drawn from contemporary confl ict; operations not only address adversaries, but a wide range of other actors. Apart from combating opponents through force, operations are aimed at diminishing support for adversaries by targeting the hearts and minds of the local population. 97 By supporting the local population through humanitarian aid (e.g. water, food, medical care), security (e.g. training local police, patrolling the area, combatting lawlessness) and economic aid (e.g. microcredits), an attempt is made to infl uence them to the benefi t of the deployed force. Nowadays, the local population is increasingly online and thus would present a logical target for constructive cyber operations, as adversaries do for disruptive cyber operations.
3) Phase three: Capabilities Analysis
Phase three aims to fi nd the right 'tools for the job'. Since cyber identities and cyber objects are connected to the physical dimension (people and objects), direct and secondary effects are achievable. Direct effects, either constructive or disruptive, are feasible through cyber operations against cyber objects and cyber identities, potentially followed by secondary effects against people and physical objects. This differs from kinetic targeting, where lethal force may destroy people or objects as the direct physical effect, and a secondary non-physical effect may occur.
Collateral damage estimation and assessment is crucial in targeting decisions. Apart from LOAC obligations, collateral damage or 'unintended effects' 98 is crucial with an eye to strategic objectives and long-term effects; for instance the perceived legitimacy of, and popular support for, operations and the military. Due to the globalised character of (social) media and increasing possibilities for 'citizen journalism', 99 and 'lawfare' to be used to discredit operations and reputation, 100 planners seek to effectively assign capabilities to targets, whilst minimising collateral damage. 101 Thus, the collateral damage assessment of direct non-physical and secondary physical effects when targeting cyber identities and cyber objects will become increasingly important. 102 First of all, the anticipated military advantage should be assessed, and secondly the collateral damage expected should be qualifi ed and quantifi ed. Finally these two should be weighed, and the collateral damage must not be excessive. This three-tiered collateral damage assessment, complicated as it is in kinetic operations, will require research and training in cyberspace before it is usable at all.
4) Phases four-six
Of special interest during cyber operations is the issue of precautionary measures. 103 Care has to be taken to avoid unintended effects throughout the operation. Afterwards the effects can be assessed, and unlike regular operations, the effects of some cyber operations may be easier to quantify through other cyber operations. For example, the effects of conducting a constructive cyber operation such as infl uencing the perception of the local population can be assessed through monitoring the increase in positive sentiment on social media. 104 
CONCLUSION
We set out to operationalise military cyber operations, conceptualise their contribution, and discuss their ramifi cations for the targeting cycle. Having discussed the instruments of State power, the military instrument of fi ghting power is composed of various activities both military and non-military, forceful and non-forceful, and kinetic and non-kinetic. Cyber operations fi t within today's concepts of fi ghting power, including the Manoeuvrist and Comprehensive Approaches; they are an addition to contemporary instruments. As such, cyber operations enhance capabilities for offensive and defensive purposes, including so called active defence.
Operationalisation of cyber means and methods still requires considerable effort. Whilst fi ghting power in cyberspace requires ordinary elements like manpower, materiel, motivation, training, concepts, and doctrine, the unique characteristics of cyberspace may pose challenges as unique non-physical elements, cyber objects and cyber identities, are present. These virtual elements not only offer new means and methods of (constructively or disruptively) infl uencing supportive, neutral and adversary actors, but require research and conceptualisation as well.
FIGURE 13. FIGHTING POWER AND CYBER OPERATIONS
Targeting procedures can incorporate new ways of infl uencing actors, since they recognise kinetic and non-kinetic targeting through physical and non-physical means, resulting in physical and non-physical effects. Assessing distinctiveness, effects and effectiveness both primary and follow-on, and collateral damage, may still prove diffi cult. This will require proper research, tooling and training. We conclude with an overview of the position of cyber operations in 'regular' operations (see Figure 13) .
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